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: Enabled IdPs i Authentication flow

Where we want to go T s 1 won I s [ St

HPC AAl IdP

»
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Metadata, Trust & Audit

Internal flow

= Authentication via a home institute
identity provider el e [

* possibly in a federation (SAML or OIDC) op [ lision] | metacata | [ simes ! | wetacara |
. . . X / & trust Assurance | 1 | Distribution |
= High levels of identity assurance ; s [ | System |

* including multi-factor authentication = :

= Support for management of § P _(:‘ﬁ -
organization and project membership | §

= Access to resources is granted based on “rtope-T-
authorization tokens issued by the ICSC F ............. |
AAl

* ideally no need to have local personal
accounts

SP SP

. (by D. Vaghetti)
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Where we are CINECA INFN
! HPC AAl
= Proof-of-concept SpokeO/TeRABIT ] o] it
= Authentication via CINECA and INFN | e
IdPs o e —
 OIDC and SAML respectively SP metadata =0 Eo—

* Groups, roles, attributes
* Access Policies

e User enrollment T
IdP Iat;::::;e i AA E Or sign in with

CN=Federica Agostini fagostin@infn.it,0=Istituto Nazionale di
Fisica Nucleare,C=IT,DC=tcs,DC=terena,DC=org

Your X.509 certificate
= Tokens issued by IAM grant access :------ S il e R
to computing and storage resources ... wpte] s i
= Personal account still needed at ;
C I N E CA E SP SP You have been successfully authenticated as
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INDIGO-IAM in one slide

Standard OAuth2 Authorization Service and OpenlD Connect Provider

o Easy integration with (web) applications 4] eduGAIN @ 3 O
Java application based on the Spring Boot framework

Multiple authentication mechanisms Brokered

o SAML, OpenID Connect, X.509, username/password u
Account linking s Coeate
Moderated and automatic user enroliment [
Enforcement of AUP acceptance " f,
Management of organization membership

Issuance of JWT tokens and X.509 Attribute Certificates with identity / \
and membership information, attributes and capabilities
Typically deployed as a Docker container ‘g
Design choices rely on 20+ years of experience on large — —
geographically-distributed federated systems (Grid) aware senvice aware service
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How to grant access to a resource?

= Two basic models
* jdentity-based: the credentials presented at a resource contain identity
information (subject, groups, roles, attributes) that are mapped to specific
permissions at the resource
* capability-based: the credentials presented at a resource already contain
the permission to do something at the resource

= [NDIGO-IAM supports both models

* To support the capability-based model, IAM includes a Policy Engine

 What model is good for ICSC and Spoke8 specifically?

 WLCG (the Grid of High-Energy Physics experiments) is moving from the
identity-based to the capability-based model
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